UBND HUYEN EA SUP CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG VAN HOA VA THONG TIN Poc lap - Tw do - Hanh phic

S6: 312 /PVHTT
V/v huéng dan khic phuc 16 héng bao
mat anh huéng murc cao va nghiém trong
trong cac san pham Microsoft cong b
thang 7/2024

Ea Sup, ngay 23 thang 7 nam 2024

Kinh gui:
- Cac co quan, don vi trén dia ban huyén;
- UBND cac x3, Thi tran.

Ngay 09/7/2024, Microsoft da phat hanh danh sach ban va thang 7/2024
véi 139 16 hong biao mat trong cac san pham cua minh. Ban phat hanh thang
nay, dac biét dang cha y; cac 16 hong bao mat c6 mic anh huéng cao va nghiém
trong (C6 Phu luc gui kem theo).

Thuc hién Cong van s 1341/STTTT-CNTT ngay 15/07/2024 cua So
Théng tin truyén thong vé viéc huéng dan khic phuc 156 hong bao mat anh
huéng mic cao va nghiém trong trong cac san pham Microsoft cong b thang
7/2024. Bong thoi, nham dam bao an toan théng tin cho cac hé thong thong tin
cua co quan, don vi trén dia ban tinh. Phong Van hoa va Thong tin huyén Ea
Sup khuyén nghi cac co quan, don vi, UBND céc x4, thi tran trién khai cac noi
dung sau:

1. Kiem tra, ra soat, xac dinh may tinh sir dung hé dieu hanh Windows co
k’hé ndng bi anh huong. Thyc hién cap nhat ban va kip thoi d€ tranh nguy co bi
tan cong (Tham khao théng tin vé lo hong bao mat tai Phu luc guri kem theo).

2. Tang cudng giam sat va san sang phuong an xt Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; ddng thoi thuong Xuyén theo ddi kénh canh
bao cua cdc co quan chuc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan céng mang.

3. Trong truong hop can dugc hd trg, cac co quan, don vi lien hé dau mdi
ho tro cua Cuc An toan thong tin va S¢ Thong tin va Truyén théng:
- Trung tdm Giam sat an toan khéng gian mang quéc gia, dién thoai:
0243.2091.616, thw dién tir: ncsc@ais.gov.vn.
- Trung tim Gidm sat, diéu hanh db thi thong minh: Pong chi Lé
Xuan Quang, Phé Giam doc Trung tam, dién thoai 0975.001.578; thw dién
tir: quanglx@tttt.daklak.gov.vn.
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, Nhan duge Cong van nay, dé nghi cac co quan, don vi, UBND cac x&; thi
tran quan tam, trién khai thuc hién./.

- Nhu trén;

- S¢ Théng tin va Truyén thong; 1 Thay b/c
- UBND huyén Ea Sup; }

- Luu: VT, VHTT.

Noi nhan: ___TRUONG PHONG
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Phlro’ng Khanh Giang
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PHU LUC

Théng tin vé c&c 16 hdng an toan thong tin trong cac san pham Microsoft

(Kém theo Cong vin sé:

/PVHTT ngay

Cua Phong Van hod va Thong tin)

1. Théng tin cac 16 hong vé an toan théng tin

1712024

STT

CVE

Mo ta

Link tham Kkhao

CVE-2024-38074
CVE-2024-38076
CVE-2024-38077

- Piém CVSS: 9.8 (Nghiém
trong)

- M6 ta: L& hong trong
Windows Remote Desktop
Licensing Service cho phép
d6i tuong tan cong thuc thi ma
tur xa.

- Anh huéng: Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38074
https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38076
https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38077

CVE-2024-38060

- biém CVSS: 8.8 (Nghiém
trong)

- M6 ta: L& hong trong
Windows Imaging Component
cho phép d6i tuong tan cong
thuc thi ma tir xa.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38060

CVE-2024-38023
CVE-2024-38024
CVE-2024-38094

- Piém CVSS: 7.2 (Nghiém
trong)

- M6 ta: L& hong trong
Microsoft SharePoint Server
cho phép dbi tuong tan cong
thuc thi ma tir xa.

- Anh huong: Microsoft
SharePoint  Server 2019,
Microsoft SharePoint
Enterprise ~ Server 2016,

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38023
https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38024
https://msrc.microsoft.
com/update-
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Microsoft SharePoint Server
Subscription Edition.

guide/vulnerability/C
VE-2024-38094

CVE-2024-38021

- biém CVSS: 8.8 (Cao)

- Mo ta: LS hong trong
Microsoft Office cho phép ddi
tuong tin cong thyuc thi ma tir
Xa.

- Anh huéng: Microsoft
Office 2016, 2019, Microsoft
Office LTSC 2021, Microsoft
365 Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38021

CVE-2024-38080

- Piém CVSS: 7.8 (Cao)

- Mo ta: LS hong trong
Windows Hyper-V cho phép
ddi tuong tdn cong thuc hién
leo thang dic quyén. L& hong
hién dang bi khai thac trong
thuc té.

- Anh huong: Windows 11,
Windows Server 2022,

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38080

CVE-2024-38112

- Piém CVSS: 7.5 (Cao)

- M6 ta: LO hong trong
Windows MSHTML Platform
cho phép dbi tuong tin cong
thuc hién tin cong gia mao
(spoofing). L& hong hién dang
bi khai thac trong thuc té.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38112

STT

CVE

Mo ta

Link tham khao
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CVE-2024-30080

- Piém CVSS: 9.8 (Nghiém
trong)

- Mb ta: L& hong trong
Microsoft Message Queuing
(MSMQ) cho phép dbi tuong
tan cong thuc thi ma tir xa.

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30080

CVE-2024-30103

- biém CVSS: 8.8 (Cao)

- M6 ta: L& hong trong
Microsoft Outlook cho phép
dbi tuong tin cong thuc thi ma
tur xa.

- Anh hudng:
Outlook 2016, 2019,
Microsoft 365 Apps for
Enterprise, Microsoft Office
LTSC 2021.

Microsoft

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30103

CVE-2024-30078

- Piém CVSS: 8.8 (Cao)

- M6 ta: L& hong trong
Windows Wi-Fi Driver cho
phép ddi twong tin cong thuc
thi ma tir xa.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30078

CVE-2024-30101
CVE-2024-30102
CVE-2024-30104

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& hong trong
Microsoft Office cho phép ddi
tugng tin céng thuc thi ma tir
Xa.

- Anh huong: Microsoft
Outlook 2016, 2019, Microsoft
365 Apps for Enterprise,

Microsoft Office LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30101
https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30102
https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30104
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- Piém CVSS: 7.8 (Cao)

- Mb ta: LS hong trong
Microsoft SharePoint Server
cho phép d6i tuong tan cong
thuce thi ma tur xa.

5 CVE-2024-30100 | - Anh hudng: Microsoft
SharePoint  Server 2019,
Microsoft SharePoint
Enterprise ~ Server 2016,
Microsoft SharePoint Server
Subscription Edition.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30100

2. Hwéng dan khic phuc

Bién phap tét nhat dé khic phuc Ia cap nhat ban va cho cac 156 hong an
toan thong tin néi trén theo hudng dan cua hang. Quy don vi tham khao cac ban
cap nhat phi hop cho cac san pham dang str dung tai link nguén tham khao tai
muc 1 cua Phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/7/9/the-july-2024-security-
update-review
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